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1. Purpose 

1.1 The purpose of this policy is to detail procedures for the retention and disposal of information held by 
the school, whether it is held on paper or electronically. This policy ensures that these tasks are carried out 
consistently and, where necessary, are documented appropriately.  

1.2 Permanent retention of personal information which is no longer needed is explicitly prohibited under 
Principle (e) of the UK General Data Protection Regulation (UK GDPR). This policy will assist the school to 
meet its obligations under the UK GDPR, the Data Protection Act 2018 and the Freedom of Information Act 
2000.  

2. Staff Induction  

2.1 All new teaching and office staff will be given training on accessing and managing school records to 
ensure compliance with these retention time scales. 

2.2 Staff should also be aware of the need to dispose of ephemeral material on a routine basis. For 
example, print-outs of electronic documents should not be kept after the meeting for which they were 
printed, trivial emails should be deleted after being read, and keeping multiple or personal copies of 
documents should be discouraged. 

3. Implementation 

3.1 Unless otherwise specified, this policy applies to electronic and hard copy documents. 

3.2 Data should be disposed of when the data is no longer required to be held for legal or contractual 
purposes or is no longer required for the purpose for which it was originally created or held. In determining 
whether and when the data should be disposed of, staff should consult the Retention Schedule at the end 
of the policy. 

3.3 Members of staff are expected to manage their current record keeping systems using the Retention and 
Disposal Policy. Information will be retained for at least the period specified in the Retention and Disposal 
Schedule. However, information should be reviewed before destruction to determine whether there are 
special factors that mean destruction should be delayed, such as potential litigation, complaints or 
grievances. 

4. Duplication of Data  

4.1 Duplication of data should be discouraged.  

4.2 Procedures should be put in place to avoid unnecessary duplication of data as this can result in 
difficulties in identifying the latest version.  

4.3 Guidance should be provided on version control.  

4.4 If duplicate data is known to exist, consideration must be given to this when implementing disposal 
under this policy. Only the most current version of data should be retained in accordance with the 
Retention and Disposal Schedule attached to this policy.  

5. Retention Periods  



5.1 As a guiding principle, UK GDPR requires that personal data is only retained for as long as necessary - 
that is, necessary for the specific lawful purpose (or purposes) it was acquired.  

5.2 The schedule at the end of this policy provides guidance on retention periods for different records held 
by Clyst Hydon Primary School. That schedule reflects the latest guidance contained within Information 
Management Toolkit for Schools produced by the Information and Records Management Society.  This lists 
the recommended retention periods for the various records that schools in England & Wales might 
produce. Some of these have a statutory basis whilst others have been agreed in consultation with schools 
around the country. 

6. Archival Transfer  

6.1 Where records have a historical value and require long term preservation, they may be transferred to 
an archive at the appropriate time.    

6.2 Where data has been identified as being worthy of preservation over the longer term, arrangements 
should be made to transfer the data to an appropriate archive, such as the Local Record Office of the 
County Archives Service if there is a requirement to permanently archive the records. Records held in an 
archive remain subject to the UK GDPR, the Data Protection Act 2018 and the Freedom of Information Act 
2000 and requests made under that legislation. If records are to be archived within a school for use with 
pupils and parents the Local Record Office should be contacted for specialist advice. 

6.3 A record of the data sent to the archives is maintained by the school. The appropriate staff member, 
when archiving documents should record in this list the following information:  

• File title (or brief description)  
• Number of files and date range 
• Name of the authorising officer 
• Date action taken 

Transferring information to other media  

6.4 Where lengthy retention periods have been allocated to records, members of staff may wish to 
consider converting paper records to other media such as digital media or cloud storage. The lifespan of the 
media and the ability to migrate data where necessary should always be considered. 

7. Disposal of Data  

7.1 Before irreversible is action taken based on the retention and disposal schedule attached to this policy, 
a check should be made with the Head Teacher that destruction can go ahead as specified in the schedule, 
in case new circumstances mean that destruction of records should be delayed beyond the due date, for 
example:  

 the records are known to be the subject of litigation – if so, they should not be destroyed until the 
conclusion of the matter  

 the records are known to be the subject of a request for information, or a complaint or appeal 
relating to that request – if so, they should not be destroyed until the conclusion of the request  

 the records are material to an audit or investigation – if so, destruction should be delayed until the 
completion of the audit or investigation.  



7.2 When it has been established that information is no longer required, it can be disposed of. For 
confidential, sensitive or personal information to be considered securely disposed of, it must be in a 
condition where it cannot either be read or reconstructed.  

Hard copies 

7.3 Hard copy records can be destroyed in the following ways: 

• Non-confidential documentation which does not contain personal data can be disposed of with 
general waste in a normal rubbish bin  

• Confidential documentation which contains personal data must be destroyed in a way in which the 
information cannot be reconstituted, i.e. cross-cut shredded, pulped or incinerated.  

7.4 Where the disposal is carried out on behalf of the school by a third party, this shall be done under 
adequate contractual obligations to the school to process and dispose of the information securely. The 
shredding needs to be planned with specific dates and all records should be identified as to the date of 
destruction. 

7.5 Whenever records are disposed of by a third party, school staff should record at least: 
  

• File title (or brief description)  
• Number of files and date range 
• The name of the authorising officer 
• Date action taken 

7.6 The school must also be able to prove that the records have been destroyed by the company who 
should provide a Certificate of Destruction. Staff working for the external provider should have been 
trained in the handling of confidential documents. 

7.7 It is important to understand that if the records are recorded as to be destroyed but have not yet been 
destroyed and a request for the records has been received those records MUST still be provided.  

7.8 If hard copy information is stored externally by a third party data storage contractor, the contract shall 
ensure secure disposal of the data at a time which conforms to the school’s Retention Schedule. Where 
sensitive electronic data is stored under contract externally, staff responsible for the contract should 
ensure the contract includes secure, certificated destruction of the data in accordance with the appropriate 
retention period. 

Electronic records 

7.9 Where a decision has been made that data held on IT devices or media should not be retained, the files 
containing the data should be deleted from those devices. Deletion involves putting the information 
“beyond use” by the user of the device or media. Data held in the recycle bin on the device or data which 
can easily be recovered by the user are not regarded as being “beyond use” and may still be subject to 
discovery and disclosure under information law (eg under the UK GDPR or the Freedom of Information Act 
2000) or litigation. 

8. Re-assignment of Hardware within the School 

8.1 Where hardware capable of recording personal data is assigned to particular members of staff, a record 
shall be kept as to whom that equipment is currently assigned to and to whom it has been assigned to in 



the past. This record shall include relevant dates recording the period when the hardware was allocated to 
that particular member of staff.  

8.2 All school IT equipment (devices or media) that stores or processes data and all mobile phones provided 
to staff by the school will be deemed to hold confidential data. Prior to such equipment being re-assigned 
to a different member of school staff, the item should be passed to a suitably qualified person who shall 
check the equipment for confidential data and ensure that this is removed prior to it being passed to 
another member of staff. 

8.3 All IT equipment or mobile phones awaiting such action must be stored and handled securely.  

8.4 Where such action is to be carried out on behalf of the school by a third party, there shall be a contract 
with that third party which appropriately evidences:  

(a) that party’s obligations to keep that data confidential and;  

(b) that party’s responsibility under data protection legislation for the secure disposal of the data.  

9. Disposal of Hardware 

IT Equipment 

9.1 All IT equipment (devices or media) that stores or processes data will be deemed to hold confidential 
data. When such equipment is disposed of, the data should be irretrievably destroyed by being overwritten 
using a procedure which irretrievably destroys any data held on that equipment or the hard disc containing 
the data within the equipment or the media containing the data (e.g. CDs, DVDs, diskettes and USB flash 
drives) should undergo appropriate physical destruction. 

9.2 WEEE: IT equipment must also be disposed of in line with the EU Waste Electrical and Electronic 
Equipment (WEEE) Directive and the UK Waste Electrical and Electronic Equipment Regulations 2006. 

9.3 All IT equipment awaiting disposal must be stored and handled securely.  

9.4 Where the overwriting procedure and/or physical destruction of IT equipment is carried out on behalf 
of the school by a third party, there shall be a contract with that third party which appropriately evidences:  

(a) that party’s obligations to keep that data confidential and;  

(b) that party’s responsibility under data protection legislation for the secure disposal of the data.  

9.5 In any case where IT equipment is to be passed on by the school for re-use, those staff involved in the 
sale or transfer of the equipment shall ensure that any information on the equipment has been 
irretrievably destroyed and that any other appropriate issues, including, but not limited to, the safety of the 
equipment are satisfactorily addressed.  

Work mobile phones 

9.6 All mobile phones provided to staff by the school will be deemed to hold confidential data. When such 
equipment is disposed of, the data should be irretrievably destroyed by performing a ‘hard’ or ‘factory’ 
reset. SIM cards and SD cards associated with the phone shall have confidential data irretrievably erased.  

9.7 Mobile phones must be disposed of in line with the EU Waste Electrical and Electronic Equipment 
(WEEE) Directive and the UK Waste Electrical and Electronic Equipment Regulations 2006. 



9.8 All mobile phones awaiting disposal must be stored and handled securely.  

9.9 Where the pre-disposal procedure is to be carried out on behalf of the school by a third party, there 
shall be a contract with that third party which appropriately evidences:  

(a) that party’s obligations to keep that data confidential and;  

(b) that party’s responsibility under data protection legislation for the secure disposal of the data.  

9.10 In any case where a mobile phone is to be passed on by the school for re-use by a third party, the staff 
involved in the sale or transfer of the equipment shall ensure that any sensitive or confidential information 
on the equipment has been irretrievably destroyed and that any other appropriate issues, including, but 
not limited to, the safety of the equipment are satisfactorily addressed. 

Photocopiers and printers 

9.11 Photocopiers and printers used or owned by the school may have a data storage capacity. Where such 
IT equipment contains information or data, the disposal of such equipment must ensure the destruction of 
sensitive or confidential data.  

9.12 Where the school is leasing equipment (such as multifunctional copiers), staff responsible for the 
contracts should ensure that the leasing contract guarantees the security and secure disposal of any school 
data held on the devices during or at the expiration of the leasing period. 

10. Disposal of Software 

10.1 Software must be disposed of in line with copyright legislation and software licensing provisions. 

11. Disposal of Online Data 

11.1 Data held online in the school’s email accounts or in other authorised online storage applications 
should be destroyed to the extent possible by using the delete facilities provided. Where data deleted from 
such online storage is held in an online ‘recycle bin’ such data will not be regarded as “beyond use” until it 
has been further deleted from the ‘recycle bin’.  

11.2 Online data held in accounts provided to staff by the school for the purpose of their employment are 
not automatically deleted when staff leave the school. These accounts are deactivated and access to the 
data retained for any necessary operational purpose. Prior to leaving the school, staff should, wherever 
possible, ensure the appropriate management and handover of the school data in their accounts, deleting 
from their accounts data which is no longer required by the school. 

12. The Audit Trail 

12.1 Guidance issued pursuant to the Freedom of Information Act 2000 requires the school to maintain a 
list of records which have been destroyed and who authorised their destruction. Such a record of 
destruction provides evidence that the destruction took place in accordance with this policy and its 
schedule and with appropriate authorisation. Without this it may be difficult to demonstrate that records 
were not eliminated to avoid disclosing them in response to a request for information.  

12.2 The school maintains a record of information that has been destroyed and who authorised its 
destruction. When destroying documents, the appropriate staff member should record in this list at least: 



• File title (or brief description)  
• The disposal schedule reference  
• Number of files and date range 
• Date action authorised  
• The name of the authorising officer (preferably with evidence that destruction was properly 

authorised, e.g. an email from the responsible person) 
• Date destruction took place 

12.3 This will provide an audit trail for any inspections conducted by the Information Commissioner and will 
aid in addressing Freedom of Information requests or subject access requests where the school no longer 
holds material. 

13. Monitoring and Policy Review 

13.1 The Head Teacher has primary responsibility for implementing this Policy.  

13.2 The school will undertake monitoring of compliance with the requirements of this policy on a regular 
basis and the results of this should be reported to the Head Teacher.  

13.3 The Data Protection Officer (DPO) will assist the school in such monitoring.  

13.4 The school’s Data Protection Officer (DPO) will review the adequacy of this policy annually and will 
recommend improvements.  

14. Advice and Assistance  

14.1 For help in interpreting this policy, please contact: 

Alvin Scott (DPO) 
Copplestone Primary School 
Bewsley Hill 
Copplestone 
Crediton 
EX17 5NX 

Email: dpo@devonmoorsfederation.devon.sch.uk 

15. Retention and Disposal Schedule 

15.1 Unless otherwise specified the Retention and Disposal Schedule refers to both hard and soft copy 
documents.  

Double-click here to open Retention & Disposal Policy Schedule.pdf  

 
Policy Date Summary of Change Implementation Date Contact  

01/07/2020 
26/04/2021 

New policy created 
Revised Policy issued with 
updated retention schedule 

 Clerk to the Governors or 
Data Protection Officer 



30/03/2022 Revised policy issued reflecting 
changes consequent to Brexit 

 

 


